N Dasharo User Group #11 g% and Developers vPub 0x10 @



& Dasharo User Group #11 @&
Dasharo Community Status

Y/



Agenda

= Dasharo Team Events Roadmap

®»  Dasharo Issues repo stats

®»  Dasharo coreboot and edk?2 repos stats
= Dasharo coreboot upstreaming

=  Dasharo Matrix stats

»  Dasharo Infrastructure changes
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Dasharo

Zarhus

Pace Enterprise
Training

Dasharo Team Events Roadmap Q3'25

Zarhus Dev
Meetup #2

subject to change

Year 2025

Sep

DUG#11 &
vPub 0x10

Qubes OS
Summit 2025

Oct

Zarhus Dev
Meetup #3

Dasharo Team Events Roadmap | September 2025 | CC-BY-SA-4.0
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DUG#12 &
vPub 0x11

Linux Plumbers
Conference

Mastering

UEFI Secure Boot
and Intel Root of
Trust Technologies




Upcoming 2025 2021

2025-09-18 Dasharo User Croup 11 & Developers vBub = Yocto Project Virtual Summit
Ox10

Dasharo OSF vPub Fall 2021 (aka 3mdeb vPub vol. 3)

2025-09-26-28 Qubes OS5 Summit 2025 Linux Secure Launch - TrenchBoot Summit

2025-11-04 Zarhus Developers Mestup 3

OpenPOWER Summit

2025-12-1 Dasharo User Group 12 & Developers vPub s TDM.dev 2021 MiniConf

AT
Ox] ® Linux Plumbers Conference

* EuroBSDCon
e Qubes OS Minisummit

2025 » OpenPOWER Community Call

s Zephyr D

eveloper Summit

Bug Bounty Program Live Demo S . .
29 ¥ 4 » Xen Developer & Design Summit

Zarhus Developers Meetup 2

» Yocto Project Summit 2021
s Dasharo User Croup 10 & Developers vPub OxF « NGI Forum 2021
» Jarhus Developers Meetup 1  vPUb OX2
» Dasharo User Croup 9 & Developers vPub OxE « TrenchBoot Developers Forum 2021
s FOSDEM 2025

vBeer 0x1

Hen Project Winter Meetup

« FOSDEM 2021

https://events.3mdeb.com
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Dasharo User Group Zarhus Developers
(DUG) #10 & Dasharo ... Meetup #2

g by 3mdeb

Playlist - & videos - 24 views

m for - ) )
The Zarhus Deve eetup is an event organized by
...more o . e
3mc tbr dey ...more

Link to DUG#10 and vPub OxF YouTube playlistand  Link to ZDM#2 YouTube playlist and slides.
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https://cfp.3mdeb.com/developers-vpub-0xf-2025/schedule/
https://www.youtube.com/live/RHuwtdhKxrc?feature=shared&t=1934
https://cfp.3mdeb.com/zarhus-developers-meetup-0x1-2025/schedule/
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The Social Hub
Berlin, Germany

events.dasharo.com/event/2/qubes-os-summit-2025

i ini EmmE FREEDOM OF THE e
Conference organizers Platinium Partners - UNBEXION ExpressVPN
& MuLLvAD VPN
- S power
{ (@ Nitrokey > ERUS,
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Friday 26. September
10:00 AM

Welcome to Qubes OS Summit 2025 Day 1
@ Piotr Kral, Marek Marczykowski-Gérecki

We're excited to open this year's summit with a warm welceme, bringing together the community to recennect, collaborate, and exchange ideas in
the spirit of trust and transparency.

Social Hub Main Room

10:30 AM

Qubes 0OS 4.3 development update
Marek Marczykowski-Gdrecki
This presentation will review what is coming in Qubes OS 4.3. Many of the mentioned features will get separate dedicated presentation.

Social Hub Main Room

11:55 AM
LLbs . Have your Qubes and keep it?

AM Matthias Ferdinand

= Using Qubes 0S as admin workstations in our corporate IT environment requires some changes on both sides, and we try to not to ruin security on
either side. Surely there is room for improvement.

Social Hub Main Room

12:30 PM

‘izl Qubes Air: Hardware, Firmware, and Architectural Foundations
PM g Michat Zygowski

Bl Qubes OS has traditionally been recognized for its excellence on personal laptops and desktops, securely compartmentalizing computing tasks.
Extending Quhes OS to modern AMD server platforms introduces exciting opportunities but also unique security considerations. This foundational
talk explores selected...

Social Hub Main Room

https://events.dasharo.com/event/2/qubes-0s-summit-2025
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2:30 PM

2:30 Rethinking the compartmentalization experience
PM @ Alyssa Ross

30min

I'm the founder and project lead of Spectrum, an in-de compartm d operating system. It's heavily inspired by Qubes OS, but also
does a lot of things differently. This talk will highlight differences between Spectrum and Qubes OS, with a particular focus on user and developer
experience, explain the reasoning behind those differences, and highlight what Qubes OS might be able to take from Spectrum's experience doing...

Social Hub Main Room

3:05PM

3:05 Qubes Air: Opinionated Value Proposition for Security-Conscious Technical Professionals
YN () ot kol

30min Building on "Qubes Air: Hardware, Firmware, and Architectural Foundations" talk, this session outlines an opinionated vision of Qubes Air vertical
integration, explicitly addressing the needs of security-conscious technical professionals like security researchers, developers, privacy advocates, and
SMEs operating in the surrounding ecosystem. Grounded in Kicksecure/MWhonix persona and threat model, it emphasizes potential vertical integrati...

Secial Hub Main Room

3:45PM

3:45 Alternative options to signify qube ownership of windows/widgetst... (including more colors)
PM ~ Ali Mirjamali

30min My personal quest of implementing alternative approaches to the default 8 labels (colors):

- Tools to create/manage additional label colors (and why it matters)....

Secial Hub Main Room

4:20 PM

4:20 Qubes OS: Design for Hackers and How To Contribute to GUI Tools
PM Marta "marmarta” Marczykowska-Gérecka

S Contributing to GUI tools can be a daunting process: it's not very easy to test things on Qubes OS, the whole OS stack is enormous, and the very idea
of designing an interface is quite scary to many developers. It does not have to be that bad, though! In this talk, | will briefly introduce the testing
tools Qubes OS has that can be useful for GUI development, explain how to find our design patterns for more consistent GUI applications, and give ...

Sacial Hub Main Room

https://events.dasharo.com/event/2/qubes-o0s-summit-2025
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420 PM

Qubes OS: Design for Hackers and How To Contribute to GUI Tools
PM Marta "marmarta” Marczykowska-Gérecka

1 Contributing to GUI tools can be a daunting process: it's not very easy to test things on Qubes OS, the whole OS stack is enormous, and the very idea
of designing an interface is quite scary to many developers. It does not have to be that bad, though! In this talk, | will briefly introduce the testing
taols Qubes OS has thet can be useful for GUI develapment, explain how to find our design patterns for more consistent GUI applications, and give ...

Social Hub Main Room

5:25 PM

Using segregation to hyper secure your development environment.
PM @ Rene Malmgren
SSIEY |1 the age of an ever increasing threat level, from more and more capable actors, a new set of understanding is needed for industry to secure there

critical information, like the development of software, cr hic money and cryptagraphic keys that access systems.

Social Hub Main Room

5:55 PM

5:55 Qubes OS5 Summit 2025 - Day 1 closing notes

PM @ piotr ks
Smin

Closing notes

Social Hub Main Room

7:30 PM
7:30 Afterparty: TBD
PM - BEW
Break Social Hub Main Raom

Saturday 27. September
10:00 AM

Welcome to Qubes OS Summit 2025 Day 2
LY (D ot kol

=L« Day 2 event schedule and organization announcements
* Shout out to the sponsors

Social Hub Main Room

© Copyright 2025. 3mdeb Sp. z o.0. Licensed under the CC BY-SA 4.0 1/34
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Saturday 27. September
10:00 AM

i Welcome to Qubes OS Summit 2025 Day 2
VXV () Piot ksl
10min

* Day 2 event schedule and organization announcements
* Shout out to the spansors

Social Hub Main Room

10:15 AM

Lkl | NovaCustom: Intel Boot Guard e-fusing, HSI levels, Capsule Updates and new products
AM 1 Wessel klein Snakenborg

Bl During this talk, we will highlight our big firmware updates of Q2/Q3-2025. These updates for both current device models as well as older models
include support for Intel Boot Guard, improved HSI level achievements and Capsule Updates with support for fwupd/LVFS. On top of that, we will
introduce new firmware features, such as the Dasharo ACPI driver and sleep-and-charge ports....

Social Hub Main Room

10:50 AM

ili-11) | Update on UEFI Secure Boot in Qubes 0S
AM Kamil Aronowski

W A review of the progress towards implementing UEFI Secure Boot support in Qubes OS. What we've managed te accomplish since last year's talk.
What both technical and non-technical challenges are still out there to be sclved.

Social Hub Main Room

11:25 AM

‘e | Can It Run TrenchBoot?
AM 3 Maciej Pijanowski
30min TrenchBoot leverages Intel TXT and AMD Secure Startup to provide Dynamic Root of Trust for Measurement (DRTM), enhancing boot security
beyond traditional approaches. This talk presents current state of the project and findings from extensive hardware testing.

Social Hub Main Raom

https://events.dasharo.com/event/2/qubes-o0s-summit-2025
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11:25 AM

LEkrl Can It Run TrenchBoot?
AM g Maciej Pijanowski

30min

TrenchBoot leverages Intel TXT and AMD Secure Startup to provide Dynamic Root of Trust for Measurement (DRTM), enhancing boot security
beyond traditional approaches. This talk presents current state af the project and findings from extensive hardware testing.

Social Hub Main Room

12:00 PM

Qubes Windows Tools: the present and the future
PM Rafat Wojdyla

= This talk will cover the current state of Qubes Windaws integration as well as future plans. Some key points include:

- Development setup: how to develap, debug and contribute to QWT....

Social Hub Main Room

12:35PM

Liel3 Recent Advances in Device Management in Qubes OS
PM Piotr Bartman-Szwarc

20min In this talk, | will present the |atest improvements in peripheral device handling in Qubes 0S, focusing on USB, block devices, and PCI. We'll explore

the architectural changes, security implications, and user i introduced in recent updates.

Sacial Hub Main Room

Lunch break
Lunch break

Break Social Hub Main Room

2:30 PM

2:30 Qubes OS Cl review
PM Marek Marczykowski-Gdrecki

30min Review of how Qubes OS Cl evolved over last couple of years, The presentation will include, among other things:
- improvements to openQA setup
- running tests with 4K resolution...

Social Hub Main Room

© Copyright 2025. 3mdeb Sp. z o.0. Licensed under the CC BY-SA 4.0
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3:05 PM

3:05 RST Documentation and Localization in Qubes OS @
PM m, Tobias Killer

30min From C ity Collak ion to A L lization: Building a inable De ion Ex for Qubes OS5, what is ahead?

Social Hub Main Room

3:40 PM

3:40 Ansible in Qubes 0S
PM Frédéric Pierret

S In this talk, we will present the integration of Ansible into Qubes OS. Built on the original work by @kushaldas, we extended the implementation with
new features and mechanisms, making Ansible as a viable alternative to SaltStack, which until now has been the sole infrastructure-as-code
solution in Qubes OS.

Social Hub Main Reom

4:15 PM
4:15 Even More Control: What's New With Qubes GUI Tools
PM Marta "marmarta” Marczykowska-Gdrecka
30min An overview of the new GUI tools and changes in 4.3

Social Hub Main Room

450 PM

4:50 Fast and fresh disposable qubes
PM Ben Grande

| Have you ever considered that a dangerous file or workflow should be done on a fresh disposable but you always thought it was slow and not worth
it, executing the action on the same qube? This will change. No more slowness! No lack of isolation! No reuse of named disposables! Preloaded
disposables to the rescue....

Social Hub Main Room

5:55 PM

555 Qubes OS Summit 2025 - Day 2 closing notes
YR (D Fiov kol

5min

Closing notes

Social Hub Main Room

https://events.dasharo.com/event/2/qubes-0s-summit-2025
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Qubes OS Summit 2025: On-site Tickets 6 available v

~ Late - Available from September 1

€200.00 . ° .

7 Official T-Shirts are now on sale!
Get your Qubes OS Summit 2025 shirt here: https://shop.3mdeb.com/shop/merchandise/qubes-os-summit-2025-official-t-shirt/

If you require an invoice, please contact us at events@3mdeb.com.

Cryptocurrency payments are also accepted — feel free to contact us for more information.

Hide
Qubes OS Summit 2025: Virtual Tickets v
Free Sales ended

Note: Certain sessions at the event may be presented under a no-streaming / no-recording policy, and will only be accessible to
on-site participants.

https://events.dasharo.com/event/2/qubes-o0s-summit-2025
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NETHERLANDS 2025

Training

and Intel Root of
Trust Technologies

Piotr Krol

17-19 NOVEMBER | 9AM-5PM CEST MARRIOTT HOTEL,

https://hardwear.io/netherlands-2025/training/mastering-uefi-secure-boot-and-intel-root-of-

© Copyright 2025. 3mdeb Sp. z o.0. Licensed under the CC BY-SA 4.0 1/34
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Dasharo Team Events Roadmap Q1'26-Q2'26

subject to change

Year 2026
JELY Feb Mar Apr

| Open-source Airmware
devroom

Dasharo

Zarhus Dev
Meetup #4

Zarhus Zarhus Dev
Meetup #5

Dasharo Team Events Roadmap | September 2025 | CC-BY-SA-4.0
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Use QR code to get news about upcoming OST2 classes:
Arch4221: UEFI Secure Boot
TC3211: Intel Boot Guard
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Number of Issues

Dasharo Issues
Xsf 1551 (+308) X0k 980 (+165)

Dasharo Issues Statistics

1600 - -
I Closed issues

Emm Open issues
1400 -

1200

1000 A

800

600

200 +

2023-03 2023-07 2023-09 2023-12 2024-03 2024-06 2024-09 2024-12 2025-03 2025-06 2025-09
Date
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Dasharo Issues

Comments

=] 7275 (+834) Q170 (+9)

Top Contributors

‘Al » wessel-novacustom (471)
f’,'

e tlaurion (196)
« zirblazer (150)
e renehoj (84)
 marmarek (79)

« Firminator (54)

© Copyright 2025. 3mdeb Sp. z o.0. Licensed under the CC BY-SA 4.0
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& 7 [1690(+62) %, 508 (+31) ¥ 152 (+22)

Number of PRs

800

700

600

500 +

200 A

100 +

Dasharo/coreboot PRsS

PR Statistics for Dasharo/coreboot downstream

mmm Merged PRs
mmm Closed PRs
I Open PRs

167

10
9

7
5 30 B 95
83

581
o 528

478
s 427 | 256

5

67

39
311 342 §j 361

246 [ 272

2023-03 2023-07 2023-09 2023-12 2024-03 2024-06 2024-09 2024-12 2025-03 2025-06 2025-09
Date
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Dasharo/coreboot upstreaming
@ 1) +58962 (+4923) / -43858(-195)

Contribution Statistics
1360 195

I Added lines

50001 pum Removed lines
244

4000 A

n

Q

[=

- |

4= 3000

o

1S

o

K]

€ 2000

=

=
1000

2023-07 2023-09 2023-12 2024-03 2024-06 2024-09 2024-12 2025-03 2025-06 2025-09
Date
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Delta dasharo branch vs upstream v24.12 tag

673 files changed, 2237 insertions(+), 40101 deletions(-)

Top Upstreamers
= Michat Zygowski (miczyg): +2511/-48
®  src/superio/nuvoton: Add HWM initialization code
»  mb/msifms7d25,ms7e06}/devicetree.cb: Add fan control config
» ytil/lamdfwtool: Handle address mode properly for Turin
= Michat Kopeé (mkc): +1071/-4
»  mb/hovacustom/mtl-h/var/dgpu: Add NVIDIA dGPU ASL code
= mb/lenovo/m900_tiny: Put options in CFR cbtable
= Krystian Hebel: +793/-58
»  soc/power9/rom_media.c: find CBFS in PNOR
m  ppc64: Kconfig switch for bootblock in SEEPROM, zero HRMOR

© Copyright 2025. 3mdeb Sp. z o.0. Licensed under the CC BY-SA 4.0 1/34



Dasharo TrustRoot

Users willing to achieve highest level of security hardening can take advantage of Dasharo
TrustRoot. It's available on MeteorLake (MTL) devices since v1.0.0 release. This is done by
choosing a fused version of binaries via DTS. Capsule updates never enable this feature.

| A\ Warning

This feature cannot be disabled after being enabled on a given hardware. Switching it on constrains all future

firmware updates. See Dasharo TrustRoot for more details.

https://docs.dasharo.com/unified/novacustom/features/«+dasharo-

© Copyright 2025. 3mdeb Sp. z o.0. Licensed under the CC BY-SA 4.0 1/34
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PCR measurements performed by Dasharo
firmware

Introduction

As part of measured boot process firmware hashes (measures) various pieces of code or data
and updates PCRs of a TPM device. This allows a user (typically, automatically) to attest integrity
of the system by verifying PCR values after a boot or tying decryption of data to expected values.

Usually the firmware is not the only entity which updates PCRs and even if it is, the number of
updates can be large, so it's important to know which values do get measured to which PCRs and
under what conditions (e.g., some measurements are done in response to user actions).

TPM event log maintained throughout the boot process is meant to track this kind of information,
but due to limitations of its format the log is rarely enough to understand all of the
measurements. This document is meant to describe when Dasharo updates PCRs so users
would know which PCRs to use for sealing secrets and when to expect their values to be
changed.

Firmware components are described separately because not all components might be present in
a given firmware variant.

https://docs.dasharo.com/kb/pcr-measurements/
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Sovereign Boot Provisioning Wizard R

Introduction and motivation

Sovereign Boot Provisioning Wizard is an UEFI application designed to guide end users through
the provisioning of UEFI Secure Boot. The objective is to offer a user-controllable mechanism for
managing platform trust relationships and establishing UEFI Secure Boot infrastructure, with a
primary focus on transparency, informed consent, and usability.

Unlike traditional firmware interfaces, which expose UEFI Secure Boot as a collection of loosely
connected toggleable settings and unmanaged certificate stores, this application presents a
coherent, wizard-like experience. Its purpose is to make the process of reviewing and enrolling
platform keys intuitive for users who are not security experts.

Specification

The application is implemented based on the Sovereign Boot Provisioning Wizard Specification
(current revision v0.1.0).

Credits

This research has been supported by Power Up Privacy, a privacy advocacy group that seeks to
supercharge privacy projects with resources so they can complete their mission of making our
world a better place.

https://docs.dasharo.com/projects/sovereign-boot-wizard/
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Dasharo/edke PRs
7 @ 11277 (+23) & 204 (+12)§% 50 (+7)

PR Statistics for Dasharo/edk?2 fork

mmm Merged PRs
mmm Closed PRs
I Open PRs

250

200 4

150

100 4

Number of PRs

2023-03 2023-07 2023-09 2023-12 2024-03 2024-06 2024-09 2024-12 2025-03 2025-06 2025-09

Date
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GitHub Stars

100

Dasharo star history

-2 Star History

& Dasharo/coreboot
w Dasharo/docs
Dasharo/dasharo-issues

2023 2024
Date

2022
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Dasharo Matrix Community
Messages and Users

=] 38k (+2k) 2 458 (+28)

Top contributors

‘4 » zir-blazer (8709)
f"'

* collector-yhn (1314)
* hanetzer (1079)

» tlaurion (827)

» xutaxkamay (714)
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Top Contributors Benefits

= Unlimited access to the Dasharo Pro Package
»  Up to 15% discount on hardware sold by 3mdeb (excluding dropshipping)
= How to claim?

= Write an email to: contact@dasharo.com

© Copyright 2025. 3mdeb Sp. z o.0. Licensed under the CC BY-SA 4.0 1/34
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Dasharo Matrix Space User Base

450 A

Number of Users
9] w w I
[¥)] o un o
o o o o
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o
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Date
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Most active Dasharo Community Matrix channels since last DUG
Random ( #dasharo-random:matrix.org)
Support ( #dasharo-support:matrix.org)

Laptops ( #dasharo-laptops:matrix.org)
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istissue state:open label:bounty 9 Q © Labels & Milestones

] open 11 Closed & Author ~ Labels ~ Projects ~ Milestones ~ Assignees - Types ~ =1 Newest -

documentation

(] (© DTS supported platforms and workflows generation (Bainy) (Belnty-asy) DasharoToalsSuite ~ doc

enhancement .
#1576 - Daniilkl opened last week-‘:'P Dasharo Toals 5...

(]

(] © Duplicated messsage asking for sending logs in DTS, e.g.: (Bt} (bountywarmup) @) DasharoToisSuite
#1386 - Daniilkl opened on Jun 13-‘:'.3 Dasharo Tools S...

(] ¢ DTS: Entering empty password results in Ul bugs (Balinty) (Botnty-warmup) () DasnharaTocissuite (BasharoToolssuiteul) o
gemu_g35 s e

#1326 - m-iwanicki opened on May 9

(] © Replace ipxe menu with Dasharo network boot menu ((Baiinfy) (BatntWarmup ) ~enhancement
#1288 - pietrushnic opened on Mar 29-‘:? PC Engines (cor...

(] (© EC testablity interface - - o LENTE BT novacustom_nsSx/7x_adl
(Tovacisiominvaxiaal) novacustom nvax tgl (I ] (!
#1273 - mkopec opened on Mar 17

(] © DTS:R to reboot and P to poweroff don't work over SSH (Betnty) (Bolity-easy) (f)) DasharoTooisSuite ~ MSI PRO Z690-A boards
MS1 PRO Z790-P boards D1
#1266 - filipleple opened on Mar 112 Dasharo Tools 5.

(] © Implement an "Unobtrusive Mode" for Dasharo coreboot (Baiiny) (Btnty-medium ) = enhancement (T sl L]
novacustom_nsSx/7x_tgl  novacustom_ns7x_tgl — novacustom_nvdx_tgl UAERES0 RS ] s
#1254 - PerAstraAdDeum opened on Feb 24
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- Augzl 7:59PM

5 | 3 Join the 3mdeb Open- x ) Automate managing fir X () #9B0 Automale manac® | () Releases - Dasharo/co: Robot Framework Use| X Efi Log X 4 python - How fo execy x Process

0O« > C Q 8 github.com/Dasharo/oper-source-firmware-validat 27/flle

W% iy
COCOUe A sues oo Sa TunTeyuests v W Pt Sy sy

#980 Automate managing firmware binaries in OSFV #1027 eweperence. | Ed

§10pen philipanda-bug-... wants to merge 1 commitinto Dashare op Trom ph anda-bug-bounty : download-fw-file-fron

) Conversation o o Commits [l Checks o Files changed 1

Changes from all commits ~  File filter~ Conversations~ Jumpto~ &3~ 0/1 files viewed Review in codespace

keywords. robot ([J

${fw_uri}= Get Environment variable FW_URL
IF S$fw_uri is not None
Log Downloading firmware from ${fw_uri}
Run wget -o firmware.rom "${fw_uri}"

VAR ${FW_FILE}= firmware.rom scope=GLOBAL
END

# Add some metadata to tra est v don
${revision}= Run git describe --dirty --always --tags
set Suite Metadata 0SFV revision ${revision}

0:00 /2:03:32

https://www.youtube.com/live/aFhYhzQgy8Y
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https://www.youtube.com/live/aFhYhzQgy8Y

Questions?



