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Introduction to Open Source
Firmware Validation



Introduction to Open Source Firmware Validation

= Open Source Validation of Open Source Firmware
= Based on Robot Framework

»  Used to detect regression in next dasharo release via series of automated test cases

© Copyright 2025. 3mdeb Sp. z o.0. Licensed under the CC BY-SA 4.0 1/28



OSFV Stats



Number of PRs

PR stats

open-source-firmware-validation
Total

PR Statistics for OSFV repository

700 4

600 4

500 4

200 4

100 4
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Number of PRs

PR stats

open-source-firmware-validation
Difference

PR Statistics for OSFV repository - increments

70
s Merged PRs

mmm Closed PRs

I Open PRs

2025-01 2025-02 2025-03 2025-04 2025-05 2025-06 2025-07 2025-08 2025-09
Date

© Copyright 2025. 3mdeb Sp. z o.0. Licensed under the CC BY-SA 4.0

1/28



Number of Tests

Test modules stats

Total test cases

Number of Tests in Modules

600 4

500 +

8

g

200 +

100 A

651

112

58

99
78

Modules
dasharo-compatibility
dasharo-security
dasharo-stability
dasharo-performance
self-tests
trenchboot
dts

Modules

1038 total test cases!
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Number of Tests

Test modules stats

Difference
Number of Tests in Modules

600 600 Modules
B dasharo-compatibility
@ dasharo-security

500 B dasharo-stability
B dasharo-performance
m self-tests

400 4 B trenchboot
e dts

300 A

200 A

103 99
100 A 76

o,

& <
o{(_‘o ,b(}\@
&

Total count increased by 48 since DUG %10
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Moving to Robot Framework 7

Benefits:

»  Updated syntax & deprecations cleaned up
m  Better type support & annotations
= More powerful keywords & resource handling

®  Most notable is the introduction of VAR syntax for variable creation
We jumped on the new VAR syntax right away because it makes variable creation cleaner That clarity has

been so useful that in just a short time we've already used VAR 534 times across 94 files- a clear sign of how
much it improves readability and maintainability in our test suites
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New test cases

Added ACPI suite -instalation and use of dasharo ACPI driver

Added CBNT suite - Converged Boot Guard and TXT tests

Added FWUPD suite - Testing firmware update via cabinet files

Expanded MBO suite - This test suite verifies measured boot integrity by checking that TPM PCR values
and event logs are consistent across boots, that specific firmware/secure boot or Dasharo configuration
changes affect only the intended PCRs, and that identical system states always result in identical PCR
measurements.

Added XCP-NG variants to some existing test cases

test ID overhaul that affected many tests
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New platforms

= Odroid ULTRA
=  ASRock SPC741D8-2L2T/BCM

= Novacustom NUC Box
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Key changes



Tags

= Manual testing became overwhelming as project scale increased
= Run of seemingly all auto tests was often interrupted by semi-auto test that awaited for

» |ntroduced Tags to clearly distinguish between: manual tests and automated tests

t Cas

C
r
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Test tags synergize well with ID overhaul giving a possibility to target a specific group of tests in one go

Example

--include {automated/semiauto} -t "*{0S_ID}*

Without tags:
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Automatic 0OS Flash

= Added support for flashing full disk images in automated tests
m  Supported scenarios:

® Windows + Ubuntu + Fedora triple-boot

= Windows + Ubuntu dual-boot

®  Orchestrated through Clonezilla + Robot Framework
ENV variables:

SOURCE_IMAGE=windows_ubuntu
TARGET_DISK=nvmeOnl
-- -t "Restorex

Restore Disk Clonezilla
Flashing finished.

Restore-Disk-Auto
1 test, 1 passed, @ failed

© Copyright 2025. 3mdeb Sp. z o.0. Licensed under the CC BY-SA 4.0 1/28



Automatic 0OS Flash

Progress bar display on DUT
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Serial output over USB

®» |ntegrated laptops into the default test workflow
»  Achieved through Serial FTDI USB converters
= Benefits:
=  Broader hardware coverage
= Ability to test setup menu features on laptops

»  Standardized workflow regardless of device type
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Serial output over USB
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Serial output over USB

Devices List
> Driver Health Manager
EllSecure Boot Configuration
> TCG2 Configuration

Press ESC to exit.

F9=Reset to Defaults

| *v=Move Highlight <Enter>=Select Entry
| LCtrl+LALt+F1l2=Save screenshot

Press <Enter>
select Secure
options.

Fle=Save
Esc=Exit
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Serial output over USB

Locks the recovery
Lock the BIOS boot medium partition of vboot
Enable SMM BIDS write |
protection

Early €mot DMA Protection [ ]
Enable Wi-Fi + BT radios [x1
Enable Camera [X]

> Enter Firmware Update Mode

Press ESC to exit.

F9=Reset to Defaults Fle=Save

Ay=Move Highlight <Spacebar>Toggle Checkbox Esc=Exit
LCtrl+LAlt+Fl2=Save screenshot Fl@=Save
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Fuzzy Search

»  USB FTDI connections introduced signal distortions
=  Needed a tolerant search approach instead of strict matching

= |mplemented fuzzy search to handle noisy or incomplete data
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Traditional Serial
FAIL

FAIL

PASS

FAIL

PASS

PASS

FAIL

PASS

PASS

Traditional Serial
'$failed’' should not be true.

Fuzzy Search

.. PASS

| FAIL |

Fuzzy Serial
PASS
PASS
PASS
PASS
PASS
PASS
PASS
FATL
PASS
Fuzzy Serial
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Adding HW tests to OSFV (I

Performing Cl tests on real hardware will greatly improve the reliability of OSFV

= The work is in progress

=  Two representatives prepared as a start

MSI 2690 DDR4 i5 14600k PC Engines APU3C AMD GX-412TC
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Adding HW tests to OSFV CI

Github Action Runner Scoped Regression

Actions New workflow Scoped regression on PRs

All workflows

Auto Docs 534 workflow runs

Delete Branch on PR Close (Not Merg...

Keywords self-tests for Dasharo (core... @® Odroid h4 ultra tests

Keywords self-tests with QEMU : nERs

Keywords stress-tests with QEMU
V560tne 1.0.0 rcé

pages-build-deployment

Pre-commit checks

Scoped regression on PRs V560tne 1.0.0 rc6

Smoke tests o cted platforms

Test IDs check add ASRock

rec
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Priorities for the future

»  (Cl tests on real hardware on every PR
= |Improving current workflow to prevent unexpected breaks on changes

®»  Full SeaBIOS support is still on the roadmap

© Copyright 2025. 3mdeb Sp. z o.0. Licensed under the CC BY-SA 4.0 1/28



Thank you!



