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🎯 Yes, this is about marketing our products. But it's more than that.
🌱 Growth & Transparency: Showcasing our evolution and our dedication to the
open-source ethos.
📚 Historical Record: For us at 3mdeb, future customers, and the privacy & security
community to reflect and improve.
📈Explore Business Model: If we will fail at least you will know what you should not
do when doing open-source firmware-based business.

What is "Shameless Plug"
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Hardware,
Services,
Dasharo Entry Subscription
Merchandise,
Everything available in 3mdeb shop: https://shop.3mdeb.com

What we will talk about

3 / 22
Dasharo User Group #5

CC-SA-4.0 | Piotr Król

https://shop.3mdeb.com/


https://shop.3mdeb.com/shop/open-source-hardware/sdwire/

SDWire
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https://shop.3mdeb.com/shop/open-source-hardware/rte/

Remote Testing Environment (RTE)
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https://shop.3mdeb.com/shop/open-source-hardware/twonkie-usb-c-sniffer/

Twonkie
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https://shop.3mdeb.com/shop/open-source-hardware/fobnail-token-development-kit/

Fobnail DevKit
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Client

Cl ient

Contact  Person
(Sof tware  Provider)

Contact  Person
(Sof tware  Provider)

Founder
(Sof tware Provider )

Founder
(Sof tware Provider )

Workshop  Prepara t ion

Confirm Workshop Objectives

Coordinate Workshop Agenda

Workshop Execut ion

Workshop Session Begins

- Product Result Presentation
- Discussion on Product Scenarios and Paths
- Infrastructure and Hardware Discussion
- Boot Process Best Practices
- Threat Modeling
- Business Relationship Development

Interactive Discussion and Feedback

Provide Expert Insights

Further Discussion and Clarification

Workshop Conclusion

Focused Collaboration Session

Summarize Workshop and Define Next Steps

Provide Feedback and Acknowledgment

Workshop Session Ends

Remote Workshop with the Client
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https://shop.3mdeb.com/shop/services/remote-workshop-with-the-client/

Remote Workshop with the Client
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Support Package
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https://shop.3mdeb.com/shop/services/support-package-embedded-linux-10h-month/

Support Package
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https://shop.3mdeb.com/shop/services/pc-engines-custom-build/

Open-source firmware custom builds
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Client

Cl ient

Software  Provider

Sof tware  Provider

Provides existing coreboot source
and custom feature details

Analyzes & identifies custom features

Rebases coreboot to latest/specific version
preserving custom features

Builds firmware with latest coreboot SDK
compatible with targeted branch

Conducts validation tests to ensure
feature parity and no regressions

Delivers rebased coreboot source code,
test results, and documentation

Open-source firmware rebase
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Client

Cl ient

Software  Provider

Sof tware  Provider

Hardware Evaluat ion

Provides hardware for assessment

Evaluation of:
- TXE Secure Boot status register
- FPF and associated registers
- FPF emulation capability
- fTPM application in TXE
- Other hardware-specific features

Del iverable  Preparat ion

Prepare Dasharo TrustRoot
Assessment Report

Develop Dasharo TrustRoot
Implementation Plan

Del iverable  Presentat ion

Delivers Dasharo TrustRoot Reports

Implementation decision

Assessments
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Assessments
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S o f t w a r e
Provider

S o f t w a r e
Provider

Cl ient

Cl ient

U-Boot

U-Boot

ARM Trusted Firmware
(ATF)

ARM Trusted Firmware
(ATF)

Deliver Patches and Procedures
for U-Boot and ATF
integration

Patches  In tegra t ion  Process

Integrate U-Boot Patches

Patches for
- TPL/SPL
- Signature Verification

Integrate ATF Patches

Patches for
- Secure Boot
- Platform Configuration

Hardware  In tegra t ion  Process

Applies to
- Firefly RK3288
- Radaxa Rock 5B
- Pine64 RockPro64
- Other Compatible Platforms

Apply platforms-specific adjustments

Apply platforms-specific adjustments

Validate Patches and Hardware Integration

Secure Boot Integration
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Client

Cl ient

Service Provider

Service Provider

Request TXE Secure Boot Integration

Integrate TXE Secure Boot into Client's coreboot

Verify firmware integrity and Secure Boot functionality
with Dasharo Tools Suite

Deliver Git repository with source code

Provide validation test results and logs

Provide build and configuration guide

Secure Boot Integration
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Dasharo Entry Subscription
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Dasharo Mug
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Dasharo T-Shirt
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https://shop.3mdeb.com

Shameless Unplug
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Q&A
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