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Agenda

= Dasharo Team Events Roadmap

= Dasharo Issues repo stats

=  Dasharo coreboot and edk2 forks repos stats
»  Dasharo Patchqueue Initiative

= Dasharo coreboot upstreaming

m  Dasharo Matrix stats
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Dasharo Team Events Roadmap Q4'24-Q1'25

subject to change

Year 2024
Oct Nov

Dasharo

Yocto Proiect Practical Security
Zarhus Dg\f ga;ozjgcu Implementing TEE and Secure Storage
Magtering UEFI Secure Boot

Pace Er.\tlerprlse and Intel Root of [Trust Technologies
Training
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for Embedded Systems:

Y/

Year 2025
Feb

Open-source firmware
devroom

tablishing
in of Trust

Enabling UEgl Secure Boot

in XCP-ng: E
a Robust Ch



https://creativecommons.org/licenses/by-sa/4.0/

Published materials
m  Link to DUG#7 and vPub OxC YouTube playlist and slides.

»  Linux to Qubes OS Summit 2024 YouTube playlist dayl and day?2.

m Link to Yocto Summit video and slides.

© 2024 3mdeb Sp. z 0.0. Licensed under the CC BY-SA 4.0. 1/105


https://www.youtube.com/playlist?list=PLuISieMwVBpIJQpso6QICMUqqW5z8L1S2
https://dl.3mdeb.com/dasharo/dug/7/
https://www.youtube.com/watch?v=lJFxtdan9qY&list=PLuISieMwVBpJmIaHgyv7yKDwrHpqym9Qh
https://www.youtube.com/watch?v=9AkBeBwxdA0&list=PLuISieMwVBpL5S7kPUHKenoFj_YJ8Y0_d
https://youtu.be/W78AKeWh57g?feature=shared
https://pretalx.com/media/ypdd-oss-elce-2024/submissions/9VBPNF/resources/Practical_Security_for_Embedded_Systems__p7PFTGm.pdf
https://creativecommons.org/licenses/by-sa/4.0/

FOSDEM 2025 | Schedule / Tracks / Developer rooms / Open Source Firmware, BMC and Bootloader

Open Source Firmware, BMC And Bootloader

! & Room: UB4.136

. @ Calendar: iCal, xCal

09 10 11 12 13 14 15 16 17 18
Saturday; : (Wal | BGi Bl GRY L. . | : : :
Read the Call for Papers at https://lists.fosdem.org/pipermail/fosdem/2024q4/003615.html.
Event Speakers Start End
Saturday
Open Source Firmware, BMC and Bootloader devroom - intro Daniel Kiper 10:30 10:35
I Multi-Profile UKls and other ways to supercharge your Unified Kernel Images Lennart Poettering 10:35 10:55
I Building firmware with firmware-action Vojtech Vesely, Marvin Drees 11:25 11:45
Building flashless servers with Open Source Firmware for higher security and better Jean-Marie Verdun 11:50 12:10
flexibility
I GRUB - Project Status Update Daniel Kiper 12:15 12:35
Latest implementation of AMD SEV-SNP in OVMF Richard Lyu 12:40 13:00
TrenchBoot - project status update Maciej Pijanowski, Daniel 13:30 13:50
Kiper
I WoA laptops: a quest for getting the right DTB Dmitry Baryshkov 14:20 14:40
Open Source Firmware, BMC and Bootloader devroom - outro Piotr Krol 14:40 14:45
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Dasharo Team Events Roadmap Q2-Q3'25

subject to change

Year 2025
Jun

Dasharo

Pace Enterprise Mastering UEFR| Secure Boot .
P and Intel Root|of Trust Technologies

Training
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| hardwear.io
USA 2025

TRAINING
27-29 MAY 2025

30-3TMAY 2025

Use QR code to get news about upcoming OST?2
SANTA CLARA classes:

Arch4221: UEFI Secure Boot
TC3211: Intel Boot Guard
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Number of Issues

Dasharo Issues

Jofe 1131 (+108) 641 (+67)

Dasharo Issues Statistics
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mm Closed issues
Emm Open issues
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Date
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Dasharo Issues

Comments

=] 5375 (+654) Q 143 (+9)

g

Top Contributors

wessel-novacustom (399)
tlaurion (165)
zirblazer (120)

renehoj (83)

marmarek (56)
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Dasharo/coreboot PRs
@ 7 11601 (+44) %, 442 (+28) 3% 127 (+13)

PR Statistics for Dasharo/coreboot downstream

600+ W Merged PRs
mmm Closed PRs
I Open PRs

Number of PRs

100
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Date
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Dasharo Beta Testing Group

There is not much interest in joining Beta Testing Bricked Enee
group, so we will hold on with this effort for some e Early

time. a ACGCess

Tech Preview - we still plan to introduce some R . _
experimental releases, which would be available to | . : ' e
Beta Tester and as paid option to everyone else. Those B ||
will cover some advanced security features like: n ' -
TrenchBoot, SMI Transfer Monitor, Intel Boot Guard or N || |
similar. This more likely will happen in 2025. B\ | N 4

- RE TESHaF
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Free (as free @ os)

For all those brave souls who are not afraid of bricking their systems we provide free untested binaries, which

are artifacts of our CI/CD.

= o Dasharo / coreboot

<> Code 11 Pullrequesis 32 @ Security 16 |~ Insights 3 Settings

Actions New workflow Dasharo
build.yml
All workflows
| Dasharo 1,161 workflow runs

Dasharo Checks

Deploy @ .github/workflows: add released_by 3mdeb flag

Protectli CML Dasharo #1824: Commit fa704d3 pushed by miczyg1

Q Type (7] to search

Q. Filter workilow runs

Event ~  Status ~  Branch ~  Actor ~

B 4 hours ago

hardkernel_odroid_h4_w8.9..
5y 35m 6s
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Free (as free & u#)

Artifacts

Produced during runtime

Name Size

)
0 dasharo-dell-optiplex_9010_sft 373 KB £ ivj
P dasharo-dell-optiplex_9010_sfi_uefi 1.93 MB K i)
&) dasharo-emulation g 86 q35-uefi 1.81 MB K2 Av)
0 dasharo-emulation_gemu-x86_g35-uefi_all_menus 1.82 MB K2 v}
&) dasharo-hardkernel-odroid_h4 7.28 MB K I
) dasharo-msi-ms7d25 ddr4 11 MB K2 iv)
@ dasharo-msi-ms7d25_ddr5 11 MB K2 v}
& dasharo-msi-ms7e06_ddra 11 MB &G
%) dasharo-msi-ms7e06_ddrs 11 MB £ fvj
& dasharo-novacustom-ns5x_adl 8.4MB KN I
) dasharo-novacustom-ns5x_adl-ec 18.6 KB K2 iv)

—
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Number of Lines

Dasharo/coreboot upstreaming
@ 1) +48047 (+50) / -43180(-10)

Contribution Statistics
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Date
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Delta dasharo branch vs upstream v24.08 tag

700 files changed, 40702 insertions(+), 2653 deletions(-)

Top Upstreamers
=  Michat Zygowski (miczyg): +48
» soc/intel/cannonlake,skylake: Fix locking SMRAM
» ytil/superiotool/ite: Add extra dumps for IT8613E EC
»  Sergii Dmytruk (sergiid): +2
»  payloads/edk2/Makefile: detect invalid commit hash on checkout
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§7 @ 11197 (+33) £ 152 (+17)35 30 (+12)

200 ~
175

150

Number of PRs
= =
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N
w
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w
|

Dasharo/edk? PRS

PR Statistics for Dasharo/edk?2 fork

mmm Merged PRs
mmm Closed PRs
I Open PRs
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Date
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GitHub Stars

80

60

£
o

20

Dasharo star history

Star History

@ = Dasharo/coreboot

® -2 Dasharo/docs
. Dasharo/dasharo-issues
2 2024-03-12

2022 2023 2024
Date ¥ star—history.com
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Dasharo Matrix Community

v g

Messages and Users

zir-blazer (8009)
collector-yhn (1314)
hanetzer (1059)
xutaxkamay (712)
tlaurion (693)

Top contributors

34k(+2k)é%401(+43)
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Number of Users

Dasharo Matrix Space User Base
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Most active Dasharo Community Matrix channels since last DUG
Random ( #dasharo-random:matrix.org )
Dasharo Developers vPub ( #dasharo-osf-vpub:matrix.org)

Support ( #dasharo-support:matrix.org)
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Questions?



