
👋 DUG#8 Shameless Plug 👋



🌱 Growth & Transparency: Showcasing our evolution and commitment to open-source.

📚 Historical Record: A resource for 3mdeb, future customers, and the privacy/security community.

📈 Explore Business Model: Learn from our open-source firmware journey, including potential pitfalls.
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What we will talk about

Hardware,

Services,

Pace Enterprise Training,

Dasharo Entry Subscription (aka Dasharo Pro/Enterprise Package)

Merchandise,

Everything available in 3mdeb shop: https://shop.3mdeb.com
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Hardware



https://shop.3mdeb.com/shop/open-source-hardware/sdwire/
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https://www.kurokesu.com/main/2022/08/02/ethernet-camera-module-

build-log-5-automated-flashing/

Quote

Developing firmware for an embedded device requires a lot of testing. (…) Some tests can be done on the

host machine, but in most cases (especially related to specific peripherals), it is best to run tests on actual

hardware.



Quote

Physical swap SD card / USB disk is the safest and easiest way for initial flash transfer from the

development computer to the device being tested. (…) Initially, I contemplated a robot carrying a physical

SD card like in the movie Hackers, but there should be an easier way… and it turns out there is! (…) They

designed SD wrapper with no moving parts and called it SDWire.


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SDWire as well as other products for DYI can be bought on Tindie.

We appreciate very nice review and a blog post about usage of SDWire in Apache NuttX validation from

Lup Yuen.

https://www.tindie.com/products/3mdeb/sd-wire-sd-card-reader-sd-

card-mux/
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https://lupyuen.org/articles/testbot3.html

Quote

*We used Special Hardware: SDWire MicroSD Multiplexer (pic above)

Controlled by a Single-Board Computer: Yuzuki Avaota-A1 (Open Hardware) *PinePhone Test Bot

kinda works!

Though PinePhone Battery complicates Hardware Testing *We might pivot to another Arm64 Single-

Board Computer

Maybe we’ll port NuttX to Allwinner A527 SoC


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🚨 3mdeb Tindie Discount Code 🚨
5% for maximum 3pcs until end of March

609D513D



https://lupyuen.org/articles/testbot3.html
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https://shop.3mdeb.com/shop/open-source-hardware/twonkie-usb-c-

sniffer/
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https://www.rbaron.net/blog/2024/06/02/usb-power-delivery-for-

makers.html

Quote

(…) they make sniffing the USB-PD messages considerably easier than using an amplifier and logic

analyzer like I did here. If you’re only interested in the protocol layer and above, these seem like excellent

choices.


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Dasharo Supported Hardware

https://shop.3mdeb.com/product-category/dasharo-supported-hardware/
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https://shop.3mdeb.com/product-category/laptops/
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https://shop.3mdeb.com/product-category/system-boards/
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https://shop.3mdeb.com/product-category/vaults/
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Pace Enterprise Training
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x86, Arm and POWER9/10

All open-source firmware topics for each available framework (coreboot, EDKII, U-Boot, TrustedFirmware,

OpenBMC, Yocto etc.)

Closed source firmware components: ME/CSME/TXE/SPS, PSP/ASP, microcode, Intel ACMs

based on publicly available materials

Low-level security mechanisms with example CVE exploitation (UEFI Secure Boot, Intel Boot Guard, closed

source firmware etc.)

vulnerability class analysis

Trusted Computing Technologies

BitLocker/LUKS/Heads

Measured Boot

SRTM/DRTM and other Root of Trust for Measurement

Firmware development life-cycle from considerations at hardware design stage to long term maintenance.

Your topic not on the list? Feel free to contact us: contact<at>dasharo<dot>com
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https://paceenterprisetraining.com/
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https://hardwear.io/usa-2025/training/mastering-uefi-secure-boot.php
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Backlog



Services



Zarhus Services

https://shop.3mdeb.com/shop/zarhus-services/
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Dasharo Pro/Enterprise

Package
(formerly Dasharo Entry Subscription)



Dasharo Pro/Enterprise Package

https://shop.3mdeb.com/product-category/dasharo-pro-package
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Dasharo Pro/Enterprise Package
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